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part 1 - Decomposing
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automate every things which can be done manually

Building tools for entire process Oy
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Integration testing
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increasing test every single time deployment Browser web based testing (Selenitm)

Load test
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Part 2 - Automate everything

Measure everything, monitor everything O,
[ higher quality faster release cycle, release more and get higher quality

entire process is a pessimistic process

try to find reasons to fail the deployment

Part 3 - Pessimistic deployment Once tests fail, stop and auto roll back to the previous good state

do some transactional testing on one region/box and try to break it

Engineers in Amazon need to think as security engineers, architects and testers
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first: work threat models and send to specialist review O

| T#IESown security because they are closest to the problem

submit code > code review/peer review -> auto checks apart from CR

" D O
part 4 - Security © Security issues static diagnosis

Amazon

Build process  ©  additional static diagnosis

Canary monitors BY#AF ik

Release pipeline ~ ©|  positive/negative security checks
check integrity of the pipeline

inspect into the pipeline to see what is best practice

UT coverage must be higher than 70%

allow people to create rules to cover every single <%
{__not allow to deploy all regions at the same time, once it happens, auto stop i

Part 5 - -/ pipelinefi3&llpolicyfIcheckers templates for how to get started  ©  using inspections to inspect the way which is not bad
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policy apart from the templates )

The best way to teach people is to make them do it, then review, not actually do

Architect

Security
Review & teach Of————

Part 6 - Teaching Testing

Operations

5Whys

Al distributed to the teams O
RCA - Root cause analysis

Leadership team spend lot of time on operations
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Operations is important at Amazon

every team prepare their dashboard

distributed to each teams O
represent them and explain the blips

The best way to plan is bottom up O A Tclose to the customer, familar with their requirement and problem

accept it

——
better than nothing

Plan the cooperations needed into annual planing process

Communication consistency is hard @ 2 teams are working on duplicated things O

Part 7 - others

Cooperation among teams.
then easy to make it happen

bug fixes -> commit and deploy, push out directly

How to deploy frequently O
4[ Features -> put behind feature flag (Feature toggle), 5-10 deployments perday ©  whole feature to publish
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